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FROM: Fussell A, Rau
Assistant Inspector General for Audiis

SUBJECT: Assessment of DIRM Response to Final Report Entitled
Life-Cycle Management of Information Technology Assets
(Evaluation Report No. 03-032)

We have reviewed your August 8, 2003 memorandum, which discusses actions taken and
planned to address program weaknesses within the information technology asset management
(ITAM) program and your position on whether our evaluation findings constitute a potential
material weakness for the Corporation.

The Chief Financial Officers Act of 1990 (CFOA) requires government corporations to submit
an annual management report to the Congress. The report must include financial statements, an
audit opinion on those statements, and a Statement on Internal Accounting and Administrative
Controls, discussing any material weaknesses and plans for corrective actions. The
determination of what constitutes a material weakness is ajudgment call that rests with FDIC
management. In making that judgment, FDIC considers a weakness materiad if it:

violates statutory or regulatory requirements;

significantly weakens safeguards against waste, |oss, unauthorized use or
misappropriation of funds, property, or other assets;

significantly impairs the mission of the FDIC;

fosters a conflict of interest;

deprives the public of needed services; or

merits the attention of the Chairman, the FDIC Board of Directors, or the Congress.

At the time we completed our evaluation, we considered the deficiencies in the ITAM program
to be a potential material weakness based on two of the above criteria. First, there were weak
safeguards against the loss or unauthorized use of computer equipment and the data that resided
therein. Second, the long-standing nature of the deficiencies warranted the attention of senior
FDIC management. It isimportant to note, however, that management’ s determination of
whether the ITAM program is a material weakness is not required until December 31, 2003—the
end of the Corporation’s financial reporting period.

Y our memorandum states that our evaluation findings should not result in the classification of
this program as a material weakness due to (1) the identification of the issues by the Division of



Information Resources Management (DIRM) prior to the audit and (2) the substantial amount of
work aready accomplished to improve the program.

We disagree that the source (e.g., whether through the Corporation’s internal evaluation
processes or an Office of Inspector General eval uation) determining the issues being considered
amaterial weaknessis afactor. Rather, the determination is based on the criticality of the area or
operation in which the weaknesses exist and whether there are any mitigating controls.

With respect to work already accomplished to improve the program, we acknowledge
management’ s expressed commitment and have seen evidence of that commitment in corrective
actions already in process. As stated previously, one of the purposes of declaring a program or
activity as amaterial weaknessis to focus sustained management attention on theissue. DIRM
has, through its own initiative, and as aresult of our review, devoted such attention to the ITAM
program. Further, DIRM has committed to completing the corrective actions necessary to
implement adequate internal control over its ITAM program by December 31, 2003.
Accordingly, if DIRM successfully implement s the actions it has planned and if those actions are
effective, we agree that the ITAM program would not warrant a material weakness designation
in the Corporation’s 2003 Annual Report.*

Should you have any questions concerning the report, please contact me at (202) 416-2543 or
E. Marshall Gentry at (202) 416-2919.

* Beginning in 2002, the Corporation began issuing an annual report that combines the CFOA Report and the
Program Performance Report required by the Government Performance Results Act. This action wastaken in order
to comply with the intent of the Reports Consolidation Act of 2002, which is not otherwise applicable to the FDIC.
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FDIC

Federal Decosit Insurance Corporation
3501 Fairfan Dr. Arbnglon VA, 22276 Diwision of Information Resowces Management

August & 2003

MEMORANDUM TO: Stephen M. Beard
Deputy Assistant Inspector General for Audits
Office of the Inspector General

FROM: Vijay G. Dmhmndcwﬁé{

Acting Director

SUBJECT: DIEM Supplemental Response to Report Entitled Life-Cycle
Management of Information Technology Assets (Evaluation
Report Mo, 03-032)

As per our agreement, the Division of Information Resources Management (DIRM) is providing
the Oftice of the Inspector General with a supplemental report containing the actions DIRM has
determined necessary to be completed or initiated by December 31, 2003 in order to implement
an assel managerment program for its information technology (IT) assets. These actions are
reflective of DIEM management’s commitment (o the establishment of an effective asset
management lifie-cyele program,

Project: Inventory of IT hardware
Assignment:  Complete 2003 physical inventory of assets reported in [TAMS,
Stamis: Completed
Date; May 31, 2003

Assignment:  Complete reconciliation of 2003 ITAMS physical inventory.
Status: Completed
Date; June 20, 2003

Assignment:  Add mainframe hardware to ITAMS and conduct physical inventory.
Starus: Completed
Date:  July 9, 2003

Assignment:  Add midrange hardware to [TAMS and conduct physical inventory,
Status: Completed
Date: July 14, 2003

Assipnment:  Obrain authorization to inactivate missing assets that were purchased more
than three vears ago.
Status: Completed
Due:  July 31, 2003




Assignment:

Status:
Due;

Assignment:
Status:
Droue:

Assignment:
Status:
Due:

Assignment:
Status:
Due:

Assignment:
Status:
Dhoe:

Project:
Assignment:

Status:
Due:

Assignment:
Status:
Due:

Assignment:
Status:
D

Project:; Other
Assignment:

Status:

Drate:

Assignment:
Status
Due:

Transfer telecommunications equipment data repository ownership to
Asset Management group. Data will remain in the Remedy database until
the implementation of the Enterprise Asset Management (EAM) system,
Conduct physical inventory of telecommunication equipment.

Initiated.

August 29, 2003

Remedy database (telecommunications) cleanup.
Initiated
August 29, 2003

Conduct room-by-room scarch of Virginia Sguare facility for I'T hardware.
Initiated
September 30, 2003

Reconciliation of the results of the Virginia Square re-inventory project.
Planned, to be completed in 2003
October 31, 2003

ITAMS database cleanup..
Initiated
December 31, 2003

Operations Manual

Establish policies and proceduras,
Initiated
December 31, 2003

Establish roles and responsibilities.
Initiated
December 31, 2003

Establish Asset Management Operations Manual,
Planned, to be initiated
2004

Establish read-only access o ITAMS data via external access tools to the
SOL database.

Completed

July 18, 2003

Establish performance measures.

: Completed

July 31, 2003




Aszsignment:  Baseling performance measures using ITAMS.
Status; Flanned, to complete in 2003
Due:  August 29, 2003

Assignment:  Obtain CIRC approval for Enterprise Asset Management (EAM), the new
asset data repository and discovery tool.
Status: Imitiated
Due:  September 30, 2003

Assignment:  Implement Enterprise Assel Management system.
Status: Planned, to commence in 2003
Due: 2004

DIEM continues to beligve that the findings of this audit do not constitute the classification of a
“potential material weakness™, due 1o the identification of the issues by DIRM prior to the audit,
the actual circumstances behind many of the audit findings, and to the substantial amount of
work already accomplished towards the previously defined program improvement goals. DIRM
therefore believes that the completion of the above projects and assignments will further
demonsirate senior level management commitment to ongoing improvements in 1T asset
management and that the [T asset management program does not present a potential material
wieakness sifuation.
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FDIC

Federal Deposit Insurance Corporation Office of Audits
Washington, D.C. 20434 Office of Inspector General
DATE: July 18, 2003
TO: Vijay G, Deshpande. Acting Director

lision ol mation Resources Management
F

s “--_.Jl'k._.-:'n.:ﬂ**'\.- M‘--11.“".':'-;---‘*-q.._-"—'—-—-.._n—
FROM: Russell A, Rau
Assistant Inspector General for Audits

SUBJECT: Life-Cycle Management of Information Technology Assets
(Evaluation Report No. 03-032)

The Federal Deposit Insurance Corporation (FDIC) Office of Inspector General (OIG) has
completed an evaluation of the Division of Information Resources Management’s (DIRM)
information technology asset management (ITAM) program. In September 2002, the OIG
received a Hotline complaint aleging DIRM mismanagement of the Information Technology
Asset Management System (ITAMS), the FDIC' s repository system for inventorying information
technology (IT) assets. The complainant also aleged that DIRM management allowed $5 million
inIT equipment to sit in a DIRM warehouse and become obsolete. Based on the specifics of the
allegation, we determined that the objective of our review would be to evaluate the overall
adequacy of DIRM’s program for managing I T assets. We aso learned that DIRM had begun
research and initiated other efforts to replace ITAMS. Asaresult, in fulfilling our objective, we
evaluated the accuracy and reliability of ITAMS for the purposes of making observations and
recommendations relevant to the new system being developed. Appendix | provides details of
our scope and methodology. Appendix Il includes alist of acronyms and abbreviations used in
this report.

BACKGROUND

The benefit of a centralized asset management system
isthat it presentsa comprehensive picture of the cost of
acquiring, maintaining and disposing of 1T equipment

DIRM provides information technology to the FDIC
and its customers. DIRM'’s strategic vision isto

leverage information technology to streamline and and software, aswell as the ability to determine the
improve work processes, both within and across Corporation’s assets at any point in time. The FDIC
organizational boundaries, to maximize efficiency would also be able to better plan for the replacement of

aging I T assets, such as hardware, based on actual cost,
depreciation and usage. Knowledge of the total cost of
owner ship (TCO) enhances asset management by

and productivity throughout the Corporation. DIRM
has established a strategic goal to improve the

efficiency and effectiveness of IT management. ensuring that analysis includes selection of the
appropriate technology solution, and promotes

DIRM is responsible for keeping an accurate continuing management of the selected solution to yield

; : : : the greatest benefit in meeting business requirements.

inventory of 1T assets, including computer, wide and S s e e &

local area network, and telecommunication




equipment and software. Specifically, DIRM must maintain current and accurate records for the
receipt, transfer, disposal and adjustment of IT equipment as well as the ability to determine the
status of IT assets at any given time.

History of the Information Technology Asset Management System

In March 1997, DIRM contracted with Innovative Logistics Techniques, Inc. (INNOLOG) to
design an inventory data collection system for the FDIC' s IT assets. The original contract
amount was for $2.4 million and also required INNOL OG to provide a centralized warehouse
and distribution facility. In July 1999, DIRM awarded a second contract for $4.1 million to
INNOLOG. Under this contract, INNOLOG was responsible for the life-cycle management of
information technology assets and the staffing of two DIRM distribution centers (DDC), one at
Virginia Square and ore in Springfield, Virginia. The original contract price included $50,000
for the purchase of Maximo, a commercial off-the-shelf (COTS) software recommended by the
contractor. INNOLOG refined Maximo to meet the FDIC' s needs and renamed it ITAMS. In
1998, DIRM implemented ITAMS nationwide. On June 7, 2001, the FDIC’s Division of
Administration (DOA) issued a “Cure Notice” to INNOLOG indicating that the contractor was
not complying with certain terms and conditions of the contract. On September 21, 2001, DOA
issued an early contract termination (termination for convenience) paying alittle over $3 million
of the origina $4.1 million contract amount.

We reviewed INNOL OG invoices and determined that approximately $1.8 million of the

$5.9 million paid to INNOL OG during the period March 1997 through September 2001 was
attributable to ITAMS system development and maintenance. The remaining $4.1 million paid
to INNOL OG was for the management of the DDCs.

DIRM engaged the Systems Research Corporation (SRC) to conduct post- implementation
reviews of ITAMS. SRC issued three reports, the last of which was completed in May 2000.
SRC concluded that ITAMS could serve the FDIC' s near-term inventory management needs, but
recommended that, from a strategic planning standpoint, the FDIC consider alternatives to
ITAMS. SRC aso conducted a market survey of software alternatives for the FDIC, dated
February 28, 2001.

As of January 3, 2003, ITAMS contained more than 38,000 individua I'T equipment records
valued at $32.8 million. However, as discussed later in this report, 38 percent of those records
had zero dollar balances within the purchase price field.

ITAMS tracks personal computers (PCs), laptops, monitors, printers, and some servers.*
Telecommunication equipment such as switches and routers, mainframe and midrange
equipment, and software are not tracked in ITAMS. In late January 2003, DIRM imposed an
asset threshold of $500 for assets tracked in ITAMS. As aresult, the number of assets tracked in

L ITAMS refersto personal computers as central processing units. For the purposes of this report, we are referring
to central processing units as PCs.



ITAMS was reduced by 47 percent.? Figure 1 presents the composition of asset items tracked in
ITAMS following the asset reduction.

DIRM Plansfor Replacing ITAMS

DIRM is considering replacing ITAMS with anew system. DIRM presented a proposal for
replacing ITAMS to the Capital Investment Review Committee (CIRC) in November 2002.3 In
a December 2002 draft ITAM Project Definition Report (PDR), DIRM noted that the current
ITAM environment created risk that:

Assets can be lost, including those that contain sensitive or restricted data;

Improper IT asset disposal can violate federal regulations;

Inaccurate software license management exposes the FDIC to potential legal action by
software vendors,

IT assets that cannot be accounted for encourage the U.S. General Accounting Office (GAO)
and the Inspector General to add new or tighten existing procedures; and

Inability to answer basic management accountability questions such as. “How many items
does FDIC have, what is their configuration, and where are they located?’ undermines
government, customer and stakeholder confidence.

The CIRC approved a 2003 planning budget of
$250,000. DIRM personnel stated that a
preliminary estimate for a complete solution,
including software and consulting, ranges from Ot L7
$1.5 million to $3 million. The FDIC issued a Srve

Sources Sought Notice in January 2003 to P
identify potential IT asset management
solutions. DIRM is scheduled to present the
completed PDR and return on investment and
cost benefit analyses to the CIRC in July 2003.
DIRM anticipates completing the replacement
IT asset repository in early 2004 and phasing in
additional functionality such as an

Figure1: Compostion of ITAMSAssstsasof 1/22/03

Printer

16% 4%

auto-discovery” tool and integration with Lo

DIRM’s National Technical Call Center.®

Source: ITAMS

2 This action only reduced the purchase price value of ITAMS assets by about $1 million because most of the assets
were small dollar assets or were lacking purchase price information.

3 The CIRC is an FDIC committee comprised of senior executive officials who implement a systematic management
review process of FDIC capital initiatives exceeding $3 million or meeting certain other criteria.

4 Auto-discovery is an application program that devel ops amap of the hardware equipment items within a
networked computer environment. Auto-discovery tools can autonetically identify whether equipment is connected
to the network and greatly reduce the need for manual physical inventories.

® The National Technical Call Center provides technical telephonic support for headquarters and remote site clients
with IT problens or inquiries.



Previous Audits and Investigations

DIRM’s ITAM program has been the subject of a number of OIG audits and investigations. In
2001, the OIG issued audits of the INNOLOG contract and controls over the FDIC’ s laptop
inventory and identified internal control weaknesses. The OIG also conducted an investigation
that resulted in the discovery of approximately 55 stolen laptop computers. In 2002, the OIG
conducted an audit of INNOLOG's process for disposing of personal and laptop computers and
determined that INNOL OG was not adequately degaussing® the hard drives on excessed
computers as required by its contract. Appendix |11 presents atimeline showing contract actions
and OIG reviewsrelated to ITAMS.

RESULTS OF EVALUATION

DIRM’s program for managing I T assets was not adequate. Specifically, a weak control
environment and weak control activities related to ITAMS resulted in:

Missing assets, including more than 200 computers, some of which could contain
sensitive information;

Incomplete datain ITAMS on reported assets, such as purchase price and warranty
provisions;

Outdated and inaccurate custodial records that reflected PC and laptop assignments to
129 employees who had left the Corporation;

Existing assets not recorded in ITAMS, including over 700 telecommunication items
and mainframe and mid-range equipment and software that were tracked through
separate, non-integrated systems;

Weaknesses in management of 1T equipment while it was assigned to a warehouse; and
Weak system access controls that created the potential for ITAMS records to be altered
without an appropriate audit trail for the transaction.

The overarching cause of these conditions was alack of management commitment to a strong
internal control environment and control activities. Specifically, DIRM has not historically:

Conducted effective periodic physical inventories or reconciled count discrepancies,
Researched unreconciled items timely,

Prepared formal, current policies and procedures,

Achieved adequate segregation of duties over the inventory process,

Established sufficient accountability for the asset management program,

Maintained adequate security within ITAMS,

Integrated disparate I T asset inventory systems, or

Effectively captured asset cost information about I T assets.

® Degaussing is the process of electronically cleaning acomputer’s hard drive to protect data security.



During 2003, DIRM has worked aggressively to improve the ITAM program by defining what
assets should be tracked, improving initial receipt and recording of assets into ITAMS, and
conducting a 100-percent inventory of equipment recorded in ITAMS. Nevertheless, at the time
we concluded our review, ITAMS remained unreliable and incomplete. Further, viewed
collectively, the conditions we found constitute a potential material internal control weakness
and could result in aloss or misuse of equipment, unwarranted or unsupported procurement
actions, and unauthorized access to sensitive information. ’

As part of this evaluation, we conducted best practices research, including reviewing I T asset
management practices at other selected federal banking agencies. The results of that research are
included as Appendix V.

FINDING: IT ASSET MANAGEMENT PROGRAM WASNOT ADEQUATE

CONDITIONS

Missing Assets

DIRM could not physically locate numerous assets. In March2003, DIRM Asset Management
prepared a draft memorandum requesting approval from the Technical Infrastructure Deputy
Director to inactivate 331 ITAMS equipment items that DIRM could not physically locate. The
memorandum stated that some of the items had been missing since 1998 and recommended
inactivating the equipment within ITAMS. By doing so, the equipment could be reactivated if
found, but would not be counted as part of the FDIC's IT equipment inventory. Table 1 presents
the missing equipment items by equipment category.

" The Federal Information Security Management Act of 2002 (FISMA) (Title 111 of Pub. L. No. 107-347, codified in
pertinent part, to 44, United States Code) requires each agency to test and eval uate the effectiveness of information
security policies, procedures, and practices no less than annually and to report the results to the Office of
Management and Budget. FISMA also requires that agencies report any significant deficiency in apolicy,
procedure, or practice identified during that evaluation as a material weakness in reporting under section 3512 of
title 31, known as the Federal Managers’ Financial Integrity Act (FMFIA) of 1982. FMFIA requires agencies to
evaluate their internal control systems on an annual basis and report the results of the evaluation, along with any
material weaknesses, as determined by the agency head, and plans for corrective actions, to the President and the
Congress. FMFIA appliesto the FDIC pursuant to the Chief Financial Officers Act of 1990 (Pub. L. No. 101-576,
codified principally to Title 31 U.S.C.).



Table 1. Missing IT Equipment Scheduled for Inactivation

Equipment Type Items Missing
PCs 141

L aptops 77
Printers and Monitors 60
Facsimile Machines and Scanners 16
Cameras and Projectors 14
Drives 7

Other (includes connectivity devices, personal digital 16
assistants, and uninterruptible power supply units)

Total Missing Equipment Items 331

Source: DIRM Asset Management

Because most of the missing assets were PCs and |aptops which could have potentially contained
sensitive data, DIRM also conducted an analysis of missing PCs and laptops by FDIC division
and by equipment model. DIRM corcluded that 20 percent (44 items) of the missing items were
last assigned to divisions with a greater potential for handling sensitive data (i.e., Division of
Resolutions and Receiverships, Division of Supervision and Consumer Protection, Legal
Division, and OIG) than other FDIC divisions. Further, DIRM determined that most of the PCs
and laptops were equipment models that the Corporation had already excessed. The draft
memorandum stated that a number of equipment items were last assigned to the Springfield,
Virginia DDC, which was closed quickly in September 2001 due to the cancellation of the
INNOLOG contract. The draft memorandum concluded that INNOLOG may have excessed
some of the missing items without reflecting the transactions within ITAMS. However, DIRM
does not have records to support that these missing PCs and |aptops were excessed by
INNOLOG or properly degaussed to remove sensitive data.

Almost 70 percent of the 331 equipment itemsin ITAMS did not include purchase price
information (229 items). We estimated purchase price values for the 218 missing PCs and
laptops by researching similar equipment items in ITAMS and estimate an original purchase
price value of about $363,500 for the 218 equipment items. We also performed our own analysis
of the information within ITAMS and determined that:

46 percent of the 331 assets were placed in service during 1998, and 30 percent of the
331 assets were placed in service in 1999.

Of the 218 PCs and laptops, 169, or 78 percent, are equipment model numbers that the
Corporation has excessed, that are no longer in use at the Corporation.

However, we did identify several mid- to high-dollar assets that warrant additional discussion:

SUN 4-Way 3500 Server: One of the 331 missing items identified for inactivation was a
$73,000 server which was the single most expensive equipment item within ITAMS. We
discussed this item with Asset Management, which initiated a search for the asset. Asset
Management informed us that the server was intended for disaster recovery purposes and
was located in the Dallas Regional Office, the FDIC's back-up sitein the event of a
catastrophic event in the Washington, D.C. area. Upon further review, DIRM reported



that the server was in fact located in the Virginia Square server room in Arlington,
Virginia. We physically observed the asset and verified its serial number and asset
description.

Exabyte Tape Drives. The missing equipment list included seven tape drives. We
reviewed model numbers on the Internet and determined that one of these assets was
valued at about $11,700. These drives record e ectronic information onto magnetic tapes
that are then removed from the tape drives and stored in a secure file room.

We understand that Asset Management has delayed its plans to inactivate these 331 missing
equipment items until it has taken more aggressive efforts to locate these assets.

Incomplete Datain ITAMS

ITAMS contains a number of data elements about IT equipment, from standard identification
data such as bar code number, serial number, and location to more life-cycle-related data
pertaining to budget, warranty, and depreciation. We observed that numerous fields within
ITAMS equipment records were blank. Figure 2 presents a print screen from an ITAMS
equipment record showing inventory information for a network server.

Figure2: Print Screen from ITAMS
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In addition, we analyzed data records contained in ITAMS to determine the number of
equipment items that did not have completed data fields, such as the purchase price or seria
number, and items with duplicate serial numbers. We found that 31 percent (6,280 records) of
the equipment items within ITAMS did not include purchase price information. The results of
our analysis for selected data fields are shown in Table 2.

Table 2: Equipment with Incomplete Data Fields

Pre-Threshold Post-Threshold
Asset Statistics asof as of Difference
January 3, 2003 January 22, 2003

Total Records 38,015 20,090 17,925
Records without purchase price 14,403 6,280 8,123
Records without warranty information 23,695 15,077 8,618
Records without purchase order Note 1 5,789 N/A
information

Records without serial numbers 170 76 R
Records with duplicate serial numbers 511 122 389

Note 1: The January 3, 2003 ITAMS download did not include the purchase order field.
Source: OIG Analysisof ITAMS

As shown, in January 2003, DIRM began aggressive actions to improve the quality of data
within ITAMS and to establish controls over the asset management process. DIRM established a
$500 origina purchase price threshold for which assets would be tracked in ITAMS. This action
reduced by approximately 18,000 the number of assets inventoried in ITAMS.

Outdated and I naccur ate Custodial Records

To review ITAMS data accuracy, we conducted a number of evaluation tests. Generally, we
found that ITAMS data were inaccurate, incomplete, not updated in a timely manner, and
necessary edit controls were not built into the system. Table 3 presents a discussion of each test
performed, test results, and OIG observations.



Table 3: Results of Evaluation Testing

Test Performed

Results

Observations

Selected 20 current FDIC
employees listed on ITAMSto
verify that all IT equipment
assigned to them in ITAMS
was correct and accurate.

Datarecords for 8 of 20
individuals sampled had
either errors or omissions.

2 individuals had additional I T equipment assigned to
them that wasnot in ITAMS;

4 individuals had IT equipment assigned to themin
ITAMS; however, they no longer had the equipment in
their possession;

Cost datain ITAMS were incomplete for 7 individuals;
2 individuals did not have any equipment assigned to
themin ITAMS; however, each had IT equipment that
should have been recorded;

lindividual had 7 computers assighed to him. We
questioned the need for that many units and DIRM
removed 4 computers from the individual.

Matched former FDIC
employeesto ITAMS.

Found that 129 former
FDIC employees were still
listed on ITAMS and still
had IT equipment listed in
their names.

One of the former employees | eft the FDIC almost 3 years
ago.

Matched current FDIC
employees from FDIC's
Outlook systemto ITAMS.

Found that 276 current
FDIC employees were not
on I TAMS.

All current FDIC employees should have at least a
computer assigned to them. Resultsindicatethat ITAMS
may not be up-to-date with current employees.

Using audit software, tested
for duplicate serial numbersin
ITAMS.

Resultsindicated that there
were 76 pieces of
equipment that had
duplicate serial numbers.

System does not have edit controls built in to prevent input
of duplicate serial numbers.

Using Business Objects, tested
ITAMS for inactive SUN
servers.

Resultsindicated that three
SUN servers were actually
active and currently in use.

Equipment that was identified asinactivein ITAMS s
currently in use and should be shown as active.

Source: OIG Analysis.

IT AssetsNot Recorded in ITAMS

The July 1999 contract with INNOL OG made the contractor responsible for activities relating to
the life-cycle management of IT assets at the FDIC. The contract defined IT assets as network
resources and assets including, but not limited to, personal computers, peripheras, wide area
network components, and voice and data system hardware and software. However, ITAMS
mostly consists of personal and laptop computers and printers. For the most part, ITAMS does
not include telecommunication, mainframe, or midrange equipment or software. Further, we
learned that I T equipment purchased with procurement cards may ot always have been entered
into ITAMS. Figure 3 presents agraphic of IT equipment and information not captured in

ITAMS.
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From a strategic asset management standpoint, we believe DIRM’s ITAM program would be
improved by including all types of IT assets, including telecommunication, mainframe, and
midrange equipment and software. Moreover, we concluded that these assets have not been
subject to periodic, independent physical inventory and reconciliation.

Telecommunication equipment: DIRM identified 745 telecommunication equipment items.

Telecommunication assets include switches, routers, and
servers associated with the FDIC' s voice and data
network.®2 The FDIC's telecommunication equipment is
maintained on a standalone spreadsheet by DIRM’s
Telecommunications Section. We reviewed this
spreadsheet and identified 25 of the 745 equipment items
that were aso included in ITAMS. This spreadshest
contains limited information, such as serial number and
asset description. The Telecommunications Section was
not able to readily provide information such as asset
location, purchase date, or purchase price. Further, the
telecommunication spreadsheet did not include seria
number information for 395 equipment items. However,
the Telecommunications Section Chief noted that because
the majority of DIRM’ s telecommunication equipment is
connected to a network, DIRM knows where each asset
physically is and whether the asset is operational. The
Chief indicated that many FDIC users would be impacted
if adevice were to become missing, and DIRM would
immediately know because of its network monitoring
systems.

Mainframe equipment: ITAMS does not include
mainframe equipment. The DIRM Chief responsible for
mainframe operations provided alist of the mainframe
assets. At our request, he added information to the list

Figure 3: Information Not Included in ITAMS

ITAMS
PCs

Laptops
Printers

Information
Not in ITAMS

( Mainframe \ Telecom Y
Equipment 4 | Equipment
( Softvara ( Mid-Range
: \ Equipment
Maintenance )
Warranty Repair Purchase Information

Financial Disposal
Information Retirement
Capitalization

Source: OIG Internal Analysis

about where each piece is located, whether it is under warranty, whether it is installed and in-use,
an inservice date, if known, and an estimated value. Most mainframe equipment is located
within the Virginia Square Data Center, and the equipment is not easily rel ocated because of
size, weight, power requirements, and air conditioning requirements.

Mid-range equipment: ITAMS does not include mid-range equipment. In general, mid-range
refers to computers that are more powerful and capable than personal computers but less
powerful and capable than mainframe computers. We identified and asked about mid-range
equipment items during a walk-through of the DIRM Server Room. Asset Management
indicated that no single functional manager was responsible for mid-range equipment items. We

8 This telecommunication equipment does not include telephone handset units or cellular telephones.
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informed Asset Management of the exclusion of mid-range equipment from prior inventories and
Asset Management took actions to include mid-range equipment itemsin ITAMS.

Software assets. Software assets are not maintained in ITAMS. Asset Management initially
indicated that software inventory information was maintained on a separate system, the
Application Request Tracking System (ARTS). However, upon further review, we concluded
that ARTS does not maintain an inventory of software asset information such as license or
software usage information. An itemized listing of the FDIC' s software assets was not available.
DIRM only provided a summary schedule showing aggregate infor mation about individual
software programs and the number of licenses that the FDIC owns.

Procurement Card Purchases: I T equipment, such as |aptops, printers, and software, purchased
with the FDIC procurement card may not bein ITAMS. Previoudly, al IT purchases made using
the procurement card did not have a central receiving location. Therefore, deliveries of IT
equipment were made to various locations, such as directly to the FDIC employee making the
purchase. No oneindividual had the responsibility of ensuring that the purchases made using the
procurement card were actually received and included in ITAMS before the equipment was
issued or put to use; therefore, I'T equipment purchased using the procurement credit card was
not being tracked. In November 2002, DIRM assigned a computer specialist the task of
reviewing all IT equipment purchased for years 2001 and 2002 using the procurement card to
ensure that it isreflected in ITAMS. In February 2003, the Technical Infrastructure Deputy
Director began requiring that all equipment purchased under procurement cards be delivered to
the Virginia Square DDC and entered into ITAMS at the point of receipt.

W ar ehouse M anagement

In addition to ITAMS inaccuracy, the original OIG Hotline complaint aleged that DIRM
management allowed $5 million in IT equipment to sit in a DIRM warehouse and become
obsolete. We performed tests and observed the DIRM warehouse to address thisissue. We
randomly selected 60 items listed on ITAMS that were assigned in FDIC’ s warehouse space.

We verified the serial numbers for al 60 pieces of equipment and confirmed that the equipment
was, in fact, in the warehouse. In addition, while at the warehouse, we took bar code information
for 45 randomly selected pieces of 1T equipment and verified that ITAMS reported the bar code
and asset location correctly. We did not find any exceptions while performing either test.

However, during our review of the warehouse, we observed several issues related to inventory
management of IT equipment. Generally, we found that

Not all IT equipment stored in the warehouseisin ITAMS,
IT equipment has been stored in the warehouse for over 1 year;
ITAMS does not accurately reflect the current use of 1T equipment; and

Warehouse space is not clean secure, or temperature controlled.
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Table 4 presents selected observations from our warehouse visit.

Table 4: War ehouse Observations and Associated Risks

Observation

Risk or Impact

Approximately 94 new PCsthat were received by FDIC during the November —
December 2002 time frame were stored in both the inside and garage warehouses.
Personnel at the warehouse stated that none of the new PCswereincluded in ITAMS
at the time of our review. DIRM subsequently recorded these PCson ITAMS and
identified that they were stored in the warehouse.

Equipment can belost,
stolen, or damaged.

Approximately 36 new HP Omnibook 6000 portable |aptops have been stored in the
warehouse since January 30, 2002. These portable laptops had not been distributed to
users as of the date of our test. Personnel stated that they were not sure when they
would be distributed to FDIC employees for their use.

Equipment can become
obsolete.

8 Quantum M 2500 W/2 Drives were made inactive as of January 28, 2003. These
were originally listed as being in the warehouse, and the cost of this equipment was
$30,000 each. A warehouse employee stated that he was informed that the equipment
was still being used, but a DIRM employee made a decision to list the equipment as
inactive. The employee did not know the reason this decision was made.

System does not accurately
reflect IT assetsin use.

We observed a switch that had recently been returned from aformer contractor. The
switch did not have abar code and was not recorded in ITAMS. Weresearched the
cost of thisitem on the Internet and determined the current cost to purchase this
equipment was approximately $13,000.

Equipment can belost or
stolen.

DIRM uses a portion of the FDIC’ s garage as storage space for I T equipment. The
space is separated by fencing and secured with a chain and lock. However, the FDIC
cannot control the temperature and humidity in the storage space in the garage. In
addition, recent work performed in the garage area | eft stored I T equipment covered
with dirt and dust. During our inventory testing of FDIC warehouse space, we
observed I T equipment that was covered with dirt and dust both on the outside of the
boxes and on the inside on the equipment.

Equipment could be
damaged.

Source: OIG Analysis

Lack of Audit Trail

During our review of ITAMS, DIRM informed us that ITAMS is not secure. DIRM personnel
stated that ITAMS can be inappropriately accessed through Structured Query Language (SQL),
and changes can be made without an audit trail. However, the individual making changes must
have at least read-only accessto ITAMS in order to accomplish this. Approximately 120 current
FDIC employees have accessto ITAMS. To verify this problem, we observed DIRM personnel
access ITAMS through SQL and make changes to current data. The changes made during this
test were entirely undetected, and no audit trail existed to trace the changes made. Once an
individual logsinto ITAMS through SQL, he or she can either add or delete equipment on
ITAMS, and ro audit trail would be preserved. Therefore, equipment could be deleted from
ITAMS and no record of the change would be available for audit or review. Without proper

audit trails there is increased risk for equipment to be either lost or stolen.
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DIRM Effortsto Improvethe Program

DIRM has acknowledged that ITAMS data are unreliable and need improvement. In early 2003,
DIRM began an aggressive effort to improve the quality of data within ITAMS and establish
controls over the asset management process. For example, in November 2002, DIRM
established a threshold of $500 for assets that would be included in ITAMS. In January 2003,
Technical Infrastructure inactivated approximately 18,000 assets from ITAMS, bringing the total
number of assets from 38,015 to 20,090. Table 5 presents the impact this threshold had on
ITAMS asset composition.

Table 5: Impact of Threshold Requirement on ITAMS Asset
Statistics and Asset Composition

" Asof Asof :
I'T Asset Composition January 3,2003 | January 22, 2003 A
PCs 9,131 9,016 115
L aptops 4,824 4,795 29
Monitors 7,540 295 7,245
Printers 5,242 3,188 2,054
Telecommunication 5,985 618 5,367
Servers 780 783 3
Scanners 728 184 544
Drives 735 331 404
Other 2,255 333 1,922
Uncategorized 795 547 248

Source: OIG Analysis of ITAMS Data

DIRM has aso issued informal guidance to improve the program. During the Spring 2003,
DIRM began a 100-percent inventory of assets within ITAMS. Appendix V includes a summary
of DIRM'’s efforts to improve the program.
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CRITERIA

GAO Standardsfor Internal Control

The U.S. General Accounting Office's Sandards for Internal control should provide reasonable assurance
Internal Control in the Federal Government, updated | that the objectives of the agency are being achieved in
in November 1999, known as the “ Green Book,” the following categories:

provides the overall framework for establishing and

maintaining internal control and for identifying and + Effectivenessand efficiency of operations,

addressing major performance and management

including the use of the entity’sresour ces.

challenges and areas at greatest risk of fraud, waste, - Reliability of financial reporting, including
abuse, and mismanagement. GAO notes that internal reports on budget execution, financial
control comprises the plans, methods, and procedures statements, and other reportsfor internal and
used to meet missions, goals, and objectives and, in external use.
doing so, supports performance-based management. omlians il apisle ams A

regulations.
Internal control also serves as the first line of defense
in safeguarding assets and preventing and detecting A subset of these objectivesis the safeguar ding of
errors and fraud. In short, internal control, which is assets. Internal control should be designed to provide

synonymous with management control, helps

reasonable assurance regarding the prevention of or
prompt detection of unauthorized acquisition, use, or

government program managers achieve desired disposition of an agency’s assets.

results through effective stewardship of public

resources. Source: GAO Green Book

The Green Book identifies five standards for internal control and tasks management with the
responsibility for implementing those standards through the development of detailed policies,
procedures, and practices to fit their agency’ s operations and for ensuring that these standards are

built into and are an integral part of operations.

The following standards have particular importance for the ITAM program.

Control Environment: Management and employees should
establish and maintain an environment throughout the
organization that sets a positive and supportive attitude
toward internal control and conscientious management.
GAO notes that a positive control environment is the
foundation for al other standards and provides discipline
and structure as well as the climate that influences the
quality of internal control. The control environment is also
affected by, among other things, the agency’s
organizational structure and the manner in which the
agency delegates authority and responsibility throughout
the organization.

The Five Standards for Internal Control
Control Environment
Risk Assessment
Control Activi ties
Information and Communications

M onitoring

Control Activities: These are the policies, procedures, techniques, and mechanisms that
enforce management’ s directives, such as physical control over vulnerable assets and proper
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segregation of duties. Control activities are an integral part of an entity’s planning,
implementing, reviewing, and accountability for stewardship of government resources and

achieving effective results.
IT Asset Management Policies and Guidance

There are several DIRM and INNOL OG system
guides, policies, and directivesrelated to ITAMS.
Specifically, ITAMS 4.03 System Administration
User Guide, issued in January 2001 and ITAMS
4.03 User Guide issued in March 2001 provides
guidance for the system administrator and users to
perform administrative and user taskson ITAMS
respectively. In addition, INNOLOG developed
DIRM Distribution Center Standard Operating
Procedures dated December 14, 2001, for the
operation of the DDC. Finally, Circular 1380.3
entitled Laptop Computer Assignments,
Safeguards, and Asset Management, dated

April 13, 1999, detailed the policies and
procedures for managing all FDIC-owned laptop
computers throughout their life cycle.

Internal control activities help ensure that management’s
directivesare carried out. The control activities should be
effective and efficient in accomplishing the agency’s
control objectives.
- Top level reviews of actual performance,
Reviews by management at the functional or activity
level,
Management of human capital,
Controls over information processing,
Physical control over vulnerable assets,
Establishment and review of performance measures
and indicators,
Segregation of duties,
Proper execution of transactions and events,
Accurate and timely recording of transactions and
events,
Access restrictions to and accountability for resour ces
and records, and
Appropriate documentation of transactions and
internal control.

More recently, DIRM has issued related guidance of a more informal nature. On
November 27, 2002, DIRM issued guidance entitled Asset Management Tracked Asset List. The

guidance identified equipment items that will be tracked for
inventory purposes and established specific criteriato be
followed for tracking assets, including all hardware over $500
and all software. The Deputy Director, DIRM, also sent an
e-mail to all DIRM employees on February 12, 2003,
establishing that all 1T hardware and software must be received
by the DIRM DDC before delivery to the appropriate location
and end user. Finally, DIRM prepared guidance entitled 2003
ITAMS Physical Inventory Process. The guidance was sent to
the regional managers and other Technical Infrastructure
managers and explains current procedures for performing a
physical inventory in 2003, including timeframes for completion.

16

Key Factorsin Achieving Consistent
and Accurate Counts of Physical
Inventories

Management Commitment
Establish accountability,
Establish written policies,
Select an approach,

Deter mine frequency of counts,
Maintain segregation of duties,
Enlist knowledgeable staff,
Provi de adequate supervision,
Perform blind counts,

. Ensure completeness of count,
10. Execute physical count,

11. Perform research, and

12. Evaluate count results.

©CoNoukwNE
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CAUSE

An overarching cause of the inadequacies in the FDIC's ITAM program was the lack of
management commitment to a strong internal control environment and control activities.
ITAMS has been the subject of several OIG audits and investigations. Further, external and
internal DIRM studies have reported the need to improve the I T asset management program. °
Nevertheless, data reliability problems and control weaknesses persist.

A July 2001 GAO executive guide for inventory management' states that management’s
commitment is critical to establishing effective and reliable internal controls and notes that a
disciplined and structured culture, which fosters integrity, corporate values, and commitment to
competence begins with top management and is seeded throughout the organization at all levels
of staff and supervisory personnel. The GAO guide also identifies severa other key factorsin
effective inventory management, and those factors are included below in our discussion of the

contributing causes to weaknesses in the FDIC's I T asset management program.

In addition to insufficient management commitment, we also identified the following

contributing causes. Specifically, DIRM has not:

Conducted effective periodic physical inventories or reconciled inventory count
discrepancies. We saw evidence that DIRM had performed periodic inventories of specific
classes of equipment, such as laptops and personal computers. In some cases equipment

verifications were performed in conjunction

with nationwide computer upgrade 4. Therearenumerousduplicatesindicated in ITAMS. A
S single serial number may have multiple bar codes. This
|n|t|at|}/e§ Nevertheless, we ConCI uded that hasresulted in equipment that has been donated under
DIRM’s inventory and reconciliation efforts the Computersfor Learning initiative still appearingin
were not effective in establishing the the Inventory asin another location. Thisresult[sic] in
accuracy and reliability of ITAMS. The showing equipment no longer in service asstill in.
GAO Executive Guide notes that the process inventory. (CSB [Client Services Branch] isworking

. . . . . with the ITAM Steam toward a resolution of thisissue.)
of counting physical inventory is an essential
C_0ntr0_| for oper_atlonal efﬂC_' ency and 5. Thereisstill active and undocumented movement of
financial reporting. A physical count, when equipment (such as between labs or shipped to other
property executed, verifies the existence of sites) within Washington (especially VASQ) that isNOT
physical assets and the completeness and C(r)ogélgated through the PAM [property asset manager]
accuracy of records. Accurate inventory ° '
_reC(_)rdS ae key to marjagemen.t’ S COhfIdGhCG 6. Most of the equipment in the server room and most of
in financia and other information used in the telecom equipment isNOT tracked in ITAMS, as
decision-making. During 2003, Asset the PAM has no access or control of these areas or this
Management began a complete inventory of S lEmEL L
all items within ITAMS. However. this --Comments from a May 2000 I TAMS certification for

. . ) ) ’ equipment assigned to the Washington Region.
effort will not identify those IT assets that are

not currently included in ITAMS.

92001 Most Efficient Organization Study and 2001 draft Technical Infrastructure Asset Management Project | ssues

Report.

10 GAO-01-763G, Executive Guide: Best Practices in Achieving Consistent, Accurate Physical Counts of Inventory

and Related Property, dated July 2001.
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Researched unreconciled equipment items timely. As discussed earlier, DIRM has identified
more than 200 computers listed on ITAMS that it cannot physically locate. DIRM has not
been able to locate or verify some of those equipment items since as far back as 1998.
Further, DIRM does not have a process for communicating information about missing or
stolen equipment to the Division of Administration’s Physical Security Unit. DIRM
management has not taken sufficient or timely efforts to research the cause for these missing
items. The GAO Executive Guide lists “root cause analysis’ and reconciliation of variances
as an essential element of an effective physical count process. Such research provides
support for adjustment to the inventory records, identifies causes for variances, and provides
management with information with which to implement corrective actions.

Prepared formal, current policies and procedures. Such procedures should define: (1) ITAM
program responsibility and requirements; (2) specifically what types of assets will be tracked
in ITAMS, and (3) detailed procedures for receiving, deploying, inventorying, reconciling,
managing; and retiring I T assets. Policies and procedures demonstrate management’s
commitment to the inventory process and provide to all personnel clear communication and
comprehensive instructions and guidelines. During 2003, the Technical Infrastructure
Deputy Director issued several internal policies by e-mail. However, these policies do not
constitute formal criteria, such as statements of policy, operational manuals, or DIRM
directives. Asset Management intends to contract with an I'T consulting group to review
DIRM’s IT asset management program and prepare asset management policies and
procedures. Formal procedures are important in ensuring that management’ s directives are
carried out, transactions and events are recorded accurately and timely, and vulnerable assets
and sensitive data are safeguarded.

Achieved adequate segregation of duties. Based on our discussions and review of inventory
certification documents, we concluded that telecommunication, midrange, and mainframe
equipment and software are not subject to independent physical inventories. Instead,
functional managers within the Technical Infrastructure Operations Branch conduct any
inventories that may be performed. The GAO Executive Guide indicates that adequate
segregation of duties for the physical count of assets includes using personnel who do not
have overlapping responsibilitiesin (1) custody or access to the inventory items for count,
(2) recording transactions resulting from the count, and (3) authority for approving
adjustments resulting from the count. Proper segregation of duties reduces the risk of error
and fraud so that no single individual can adversely affect the accuracy and integrity of the
physical inventory count.

Established sufficient accountability for the asset management program. Establishing
accountability requires setting performance goals and holding the appropriate level of
personnel responsible for the overall physical inventory process. Performance goals establish
targets for achieving management’ s objectives and contribute to the overall mission of the
organization. Accountability within an organization should exist from the top of the
organization to the lowest level. However, primary responsibility for the overall physical
inventory counts should be specifically designated and assigned. DIRM has designated
Property Asset Managers (PAMS) nationwide who are responsible for the receipt and bar
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coding of equipment, movement of equipment, maintenance of IT asset datain ITAMS, and
disposal of equipment. Accountability should be established through better defining and
communicating the role of the PAM and other personnel involved in the custody and
inventorying of assets, and setting performarce goals and measures such as inventory
accuracy rates or time frames for researching unreconciled equipment items.

Maintained warehoused equipment in a clean and secure environment. Equipment inventory
is currently located in the Virginia Square garage. The garage does not provide an
appropriate environment for storing sensitive I'T equipment items.

Maintained adequate security to ITAMS, which alows users to inappropriately access
ITAMS through SQL and make changesto IT equipment data without an audit trail.

Integrated disparate I T asset inventory systems. As discussed earlier, ITAMS does not
include telecommunication, midrange, or mainframe equipment or software. Thus, ITAMS
does not provide an accurate repository of the Corporation’strue IT assds.

Effectively captured asset cost and other information about IT assets. As discussed earlier,
38 percent of equipment item records in ITAMS had zero dollar balances in the purchase
price field. We asked DIRM for aggregate cost data for IT equipment maintained in ITAMS.
A DIRM budget manager informed us that DIRM was unable to provide that type of
aggregate cost data. Gartner, Inc., an I'T consulting firm, has reported that effective I T asset
management programs should capture three types of dataabou IT assets: (1) physical
details—such as who is using the asset and where it is located; (2) financial details about the
asset—such as the asset’ s cost, depreciation, and book value; and (3) contractual details—
such as warranty and maintenance information and contract end dates. Asdiscussed earlier,
DIRM is considering replacing ITAMS. It iscrucia that any system selected to replace
ITAMS integrate with the FDIC’s New Financial Environment and Corporate Human
Resources Information System and DIRM’s helpdesk system (Remedy).

EFFECT

The existing control weaknesses we identified in this report resulted in the tangible effect of
ITAMS becoming unreliable, inaccurate, and incomplete. However, these control weaknesses
also had several intangible effects on the program. Specifically, these control weaknesses
resulted in:

An undisciplined culture toward I T asset management. A 2001 draft internal Asset
Management Issues Report noted that individuals were not being held accountable for their
responsibilities with regard to I T asset management. The draft report discussed developing a
responsibilities document and recommended the development of an asset management team.
Asset Management also indicated that DIRM employees would often move equipment such
as computers and printers within DIRM space without authorization and without notifying
Asset Management, which would result in ITAMS being inaccurate. Further, during physical
inventories conducted in May 2003, Asset Management noticed server equipment with
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multiple bar codes and concluded that DIRM employees had removed components and spare
parts from some server equipment items for use in other server equipment items.

Increased potential for missing and lost equipment. Because ITAMS is not complete,
accurate, or secure, the FDIC srisk of IT equipment becoming lost or stolen isincreased. As
discussed earlier, DIRM has identified 331 equipment items listed in ITAMS that it cannot
physicaly locate. Moreover, hundreds of IT assets are not included in ITAMS. Some of
these assets are government furnished equipment (GFE) items which are located at contractor
sites, making those assets even more vulnerable to risk of loss or unauthorized use. Without
acomplete and accurate I T asset inventory system, DIRM cannot ensure that all of the
Corporation’s I T assets are properly safeguarded.

I TAMSnot being an effective management tool. ITAMS information is unreliable and
therefore cannot be used as a management tool as it was originally intended. For example, as
noted above, we found IT equipment stored in the DDC for over 1 year. The FDIC's
persona and laptop computer replacement cycleisonly 3 years. If information is not
accurate on ITAMS, FDIC personnel may not know whether equipment is available inthe
warehouse and may purchase additional unneeded equipment. Further, without entering all
required fields in ITAMS, warranty issues and cost information is not available for specific
equipment. Management might forego warranty items on equipment and incur additional
expenses repairing equipment that is covered by awarranty. In addition, without cost data,
the FDIC does not know the total cost of equipment purchased.

Finally, because ITAMS is neither complete nor accurate, the FDIC faces the risk of not being
able to recover potentia insurance claims that may arise. The FDIC maintains an insurance
policy with a $500,000 deductible that covers IT equipment. The potential exists that if the
FDIC had a catastrophic event, such as afire, without accurate and complete inventory records,
the FDIC would not be able to support items that were destroyed. During a 1997 audit*! of
safeguards over I T equipment, we reported that the FDIC had not been able to recover proceeds
from its insurance company from the theft of 34 laptop computers because the FDIC had not
maintained an adequate inventory of the equipment items.

CONCLUSIONS

We found that internal control over IT assets was inadequate. Specifically, a weak control
environment and control activities related to ITAMS resulted in missing assets, incomplete data
repository information, outdated and inaccurate custodial records, numerous assets not included
in ITAMS, and weak system access control. Collectively, these conditions constitute a potential
material internal control weakness that could lead to loss or misuse of equipment, unwarranted or
unsupported procurement actions, and unauthorized access to sensitive information.

1 Audit Report No. D97-103, Audit of Safeguards Over EDP Equipment, dated October 24, 1997.
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DIRM has not historically conducted effective periodic physical inventories or reconciliations,
researched unreconciled equipment items timely, prepared formal current policies and
procedures, achieved adequate separation of duties, integrated disparate I T asset inventory
systems, or effectively captured cost or other informetion about IT assets. These control
weaknesses have resulted in: (1) ITAMS becoming unreliable, (2) the development of an
undisciplined culture toward I T asset management, (3) increased potential for missing and lost
equipment, and (4) ITAMS not being an effective management tool for managing IT inventory.

RECOMMENDATIONS

We recommend that the Acting Director, DIRM:

(1) Conduct aone-time independent physical inventory of all IT assets, including owned or

@)
©)

leased equipment not presently listed on ITAMS. Thisinventory should consist of a
room-to-room search for IT assets to ensure that ITAMS includes all FDIC IT assets. The
inventory should be conducted for all owned and leased FDIC buildings nationwide.

Reconcile the results of the independent physical inventory with ITAMS.,
Develop policies and procedures for the purchase, receipt, warehousing, deployment,

repair, maintenance, and retirement of IT assets. Specifically, the policies and procedures
should address the following:

Define all assets that will be tracked in ITAMS, including laptops, PCs, printers, servers,
routers, switches, telecommunication, midrange, and mainframe equipment, and
software.

Establish parameters, such as dollar or security thresholds, for what assets will be
inventoried and targets for when assets will be identified for surplus.

Establish a central point of receipt for al purchased IT equipment, including IT
equipment purchased with the procurement card, and require that all equipment be
entered into ITAMS at the time of receipt.

Develop procedures for conducting independent periodic physical inventories of all IT
equipment, including equipment items such as telecommunication, midrange, and
mainframe equipment and software that have not historically been tracked in ITAMS.

Outline specific steps that DIRM needs to perform before writing off or inactivating
missing equipment on ITAMS. These steps should, at a minimum, include measures to
determine the cause of any missing equipment items.

(4) Ensure adequate segregation of duties so that individuals responsible for conducting asset

inventories are not also responsible for the custody of assets.
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(5) Establish performance measures to monitor I'T asset management, such as targets for
Inventory accuracy and time frames for researching unreconciled items.

(6) Strengthen roles and responsibilities of personnel responsible for the overall physical
inventory process, including the property asset management function, to increase program
accountability and to ensure that custody of assigned assets and reliability of information
within ITAMS ismaintained at all times.

(7) Movedl IT equipment that is currently located in the Virginia Square garage to a storage
areathat is clean, secure, and allows for proper temperature controls for 1T equipment.

(8) Correct the ITAMS system access weakness associated with SQL. Specifically, develop
application controls to prevent the improper access of ITAMS through SQL, or implement
compensating controls to ensure that an audit trail exists for all changes madeto IT
equipment information within ITAMS.

If areplacement system is pursued, we recommend the Acting Director, DIRM:

(9) Consolidate the IT asset inventory into a single repository or multiple repositories that can
be integrated.

(10) Requirethat alternatives for replacement of ITAMS seamlessly integrate with other major
corporate systems, including the New Financial Environment, the Corporate Human
Resources Information System, and DIRM’ s helpdesk system (Remedly).

CORPORATION COMMENTS AND OIG EVALUATION

The Acting Director, DIRM, provided a written response, dated July 17, 2003, to a draft of this
report. DIRM’sresponse is presented in its entirety in Appendix V1. DIRM did not agree with
recommendatiors number 1 and 2, but presented alternative corrective actions that generaly
address the intent of these recommendations. Recommendation 1 required DIRM to conduct a
one-time independent physical inventory of all IT assets, consisting of a nationwide room to-
room search for assets not listed on ITAMS. Recommendation 2 required DIRM to reconcile the
results of the physical inventory with ITAMS. DIRM agreed to implement a stepped approach
and complete separate inventories of mainframe, midrange, and telecommunication equipment
and a room-by-room search of the Virginia Square facility. Should DIRM’ s search of the
Virgina Square facility identify unrecorded assets, we encourage DIRM to expand the search to
other headquarters and regional facilities. DIRM’s proposed actions are sufficient to resolve
recommendations 1 and 2.

DIRM agreed with recommendations 3 through 10 and proposed actions sufficient to resolve
each recommendation We initially had questions about DIRM’ s proposed action for resolving
recommendation 8, but clarified through subsequent conversation with DIRM that its proposed
action to limit SQL access privileges would address this recommendation.
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Recommendations 1 through 10 will remain undispositioned and open for reporting purposes
until we have determined that agreed-to corrective actions have been completed and are
effective. Appendix VI presents a summary chart showing DIRM’ s responses to our
recommendations and associated resolution and disposition status.

We also asked DIRM to comment on our characterization of the ITAM program as a potential
material weakness. The Acting Director responded that senior management is aware of
weaknesses in the program and has instituted aggressive steps to address themand, therefore,
does not concur that the ITAM program represents a potential materia internal control weakness.
The magnitude and long-standing nature of the IT asset management deficiencies identified by
the OIG and DIRM, which have not yet been fully corrected, warrant the senior management
emphasis associated with designation as a material internal control weakness. Therefore, we will
identify the ITAM program as a potential material internal control weakness as part of our input
to the FDIC annual Statement on Internal Accounting and Administrative Controls required by
the Federal Managers Financial Integrity Act of 1982, as codified.

The DIRM Acting Director also requested that the final evaluation report be classified
Privileged and Confidential. We reviewed information contained in the final report and did not
identify any information that we consider to be of a sensitive nature. Accordingly, we intend to
issue this report without restriction.

Lastly, the Acting Director’ s response included one discussion item that requires additional
clarification. The Acting Director stated: “I would like to point out that the issues raised in this
draft, are for the most part, those that DIRM previoudly identified and provided to the OIG in a
recent [October 25, 2001] ‘ self-assessment’ review.” In fact, our findings and recommendations
go well beyond the prior assessment.

At the outset of our evaluation in November 2002, we were informed of a draft internal
assessment that contained recommendations for the IT asset management program that DIRM
management had largely not implemented. In discussions with the OIG, senior DIRM managers
even questioned the accuracy of this document in key areas. Most of the internal assessment
recommendations were operationa enhancements to the ITAM program. Conversely, most of
our recommendatiors are related to strengthening internal controls over IT assets. Although the
internal assessment made useful recommendations, the assessment a so recommended some
actions that would result in inadequate segregation of duties or other control weaknesses, with
which we disagreed. Table 6 presents a comparison of recommendations made in DIRM’s
internal assessment and our evaluation.
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Table 6: Comparison of DIRM Internal Assessment and OIG Evaluation
Recommendations

Recommendation DIRM Internal OIG
Assessment Evaluation

Establish procurement and deployment policies. X X
Establish asset quantity standards. X
Establish asset disposal standards. X (a)
Hold individualsinvolved in ITAM accountable. X X
Establish responsibilities document. X X
Transition asset management program and ITAMS to Technical X
Infrastructure.
Correct datawithin ITAMS. X
Establish types of assetsthat should betracked in ITAMS, X X
Establish data analysis position to prepare ITAMS management X
reports.
Develop project teamto research replacement system for ITAMS X
Distribute or dispose of excess equipment in warehouse, institute just- | X
in-time procurement.
Centralize warranty support for corporate laptops. X
Conduct a one-time roonmtby-room inventory of all IT assets. X
Reconcile discrepancies from one-time inventory with ITAMS. X
Develop procedures for conducting independent periodic physical X
inventories.
Outline specific steps that DIRM needs to perform before writing off X
or inactivating missing equipment items.
Ensure adequate segregation of duties within program. X
Establish performance measures. X
Move IT equipment stored in the Virginia Square garage. X
Correct the ITAMS system access weakness associated with SQL or X
implement compensating controls.
Consolidate I T asset inventory into asingle repository or multiple X
integrated systems.
Require that ITAMS replacement alternatives integrate with other X
major corporate systems.

Note: (a) — OIG issued report on FDIC’ s Excess Computer Hard Drive Sanitation Process in March 2002.
Source: OIG Analysis.

Moreover, the draft internal assessment was dated October 2001 and not finalized. As we stated
throughout our report, DIRM has taken aggressive efforts to improve the ITAM program.
However, the bulk of these efforts were initiated after we began our review in November 2002,
not after the draft assessment was issued. To imply that most of these efforts were underway or
completed prior to November 2002 is inaccurate.

In conclusion, DIRM and OIG share the same objective, that is, to improve the IT asset

management program. The recommendations outlined in this report, to which DIRM has agreed,
should accomplish that objective, and we will continue to work with DIRM to see to that end.
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APPENDIX |I: SCOPE AND METHODOLOGY

To accomplish our objective, we:

Interviewed DIRM personnel responsible for the management of ITAMS and the IT asset
management program, including officials responsible for monitoring the former contract with
INNOLOG, officias responsible for controlling inventory, and the property asset managers
in al FDIC regions and headquarters. In addition, we interviewed personnel from various
FDIC divisions and offices, including Division of Administration and Division of Finance
personnel responsible for contracting and financial reporting, respectively.

Reviewed policies and procedures, including the ITAMS Users Manual. In addition,
reviewed Standard Operating Procedures and other directives and guidance relevant to the

program.

Obtained read-only access to ITAMS and became familiar with the system and inventory
controls. In addition, we performed various tests to confirm IT asset information in ITAMS.

In performing this audit, we gained an understanding of management controls over the
ITAMS inventory system. Specifically, we focused our efforts on assessing the control
environment and control activities relating to the I T asset management program through
interviews, review of policies and procedures, and by performing specific tests relating to the
accuracy of ITAMS information. In addition we reviewed GAO’s Sandards for Internal
Control in the Federal Government (GAO/AIMD-00-21.3.1, issued November 1999),
Internal Control Management and Evaluation Tool (GAO-01-1008G, issued August 2001),
and Executive Guide: Best Practices in Achieving Consistent, Accurate Physical Counts of
Inventory and Related Property (GAO-01-763G, dated July 2001).

During our review, we relied on computer generated data to test the accuracy and reliability
of ITAMS. Specifically, we relied upon information from the FDIC’ s Microsoft Outlook
System and the National Finance Center. We did not evaluate general or application controls
for any of the systems used during our review.

To determine whether ITAMS is accurate, we selected 20 current FDIC employees and
confirmed by physical inspection that all 1T equipment assigned to them in ITAMS was
correct.

Secured alist of all FDIC employees that left the FDIC during 2002 and compared the list to
ITAMS to seeif former employees were till assigned I T equipment.

Matched alist of all FDIC current employees listed on the Outlook system to employees
listed on ITAMS to ensure that all current employees had IT equipment assigned to them on
ITAMS.

From areview of all INNOLOG invoices, determined the total cost that the FDIC paid to
INNOLOG for developmental and warehouse costs for ITAMS. In addition, estimated the
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total developmental charges for ITAMS.

Reviewed the contract for INNOLOG to determine contract requirements and system
expectations.

Performed limited work to identify applicable laws and regulations; however, we did not
specifically test for compliance with laws and regulations.

We conducted the evaluation from November 2002 through May 2003 in accordance with
generaly accepted government auditing standards.
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ARTS
CIRC
COTS
CSB
DDC
DIRM
DRR
DSC
DOA
FISMA
FMFIA
GAO
GFE
INNOLOG
IT
ITAMS
OoCC
oIG
OTS
PAM

TCO

APPENDIX I1: ACRONYM SAND ABBREVIATIONS

Application Request Tracking System

Capital Investment Review Committee
commercia off-the-shelf

Client Services Branch

DIRM Distribution Center

Division of Information Resources Management
Division of Resolutions and Receiverships
Division of Supervision and Consumer Protection
Division of Administration

Federal Information Security Management Act
Federal Managers' Financia Integrity Act

U.S. Genera Accounting Office

government furnished equipment

Innovative Logistic Techniques, Inc.

information technology

Information Technology Asset Management System
Office of the Comptroller of the Currency
Office of Inspector General

Office of Thrift Supervision

property asset manager

persona computer

Project Definition Report

Resource Management Branch
Structured Query Language

Systems Research Corporation

total cost of ownership
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APPENDIX Il1: PRIOR OIG AUDITS AND INVESTIGATIONS
Table7: Timdine of Events

Date Event

March 1997 Contract with INNOL OG to design system and set up warehouse.

July 1999 Second contract with INNOL OG for life-cycle management of I T assets.

Year 1998 FDIC began using ITAMSto inventory certain I T assets.

May 2000 Systems Resource Corporation issued last of 3 post-implementation reportson ITAMS.
OI G issued audit report on Controls Over FDIC’ s Laptop Inventory. Report found that

March 2001 problems existed with segregation of duties, use of the Hubstore, corporate-wide
certifications and duplicate serial numbers

June 2001 On June 7, 2001 FDIC issued a“ Cure Notice” to INNOL OG indicating that the contractor
was not complying with certain terms and conditions of the contract.

September 2001 On September 21, 2001 FDIC DOA issued an early contract termination for convenience to
INNOLOG, paying alittle over $3 million of the original $4.1 million contract amount.
OIG issued investigation report to DIRM about 55 laptop computers that were stolen by an

November 2001 INNOL OG employee and an accomplice. Thirty-six computers were recovered during the
investigation and both men were convicted and ordered to pay restitution to the FDIC.
OIG issued report on INNOLOG'’ s hillings. OIG was able to determine that INNOLOG’s

March 2002 rates exceeded the rates justified by employees’ qualifications. Audit questioned
INNOLOG billings totaling $50,460 and determined $252,675 to be unresolved.
OIG issued third report on FDIC's Excess Computer Hard Drive Sanitation Process and

March 2002 found that INNOL OG was not sanitizing computer hard drives prior to disposal. OIG
recommended that DIRM follow policy and that FDIC's computers go through ahard drive
sanitation process.
OIG received Hotline complaint about ITAMS and inventory and reviewed the merits of

September 2002 proceeding with an OI G evaluation. Announcement letter for OIG evaluation was dated
November 15, 2002 and sent to DIRM’s Acting Director.

November 2002 DIRM made aformal presentation to the Capital Investment Review Committee to develop

asystem to replace ITAMS.

Source: OIG Analysis
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APPENDIX IV: BEST PRACTICES AT OCC AND OTS

We interviewed officials from the Office of the Comptroller of the Currency (OCC) and the
Office of Thrift Supervision (OTS) to understand their approach to managing IT assets. Selected
information about OCC’'sand OTS' s ITAM program is presented in Table 8.

Table8: ITAM Best Practices | nformation

Category

OCC IT Asset Management
Program

OTSIT Asset Management
Program

Organization of Program

Within Administration (such as FDIC'sDOA)
with program coordinator from IT department.

Within Administration.

Repository System

PeopleSoft Asset Management Module, with
Aperture, an add-on facility to assist user
friendliness.

Internally developed IT system.

Integration with Other Systems

Integrated with financial accounting system
and human resources system.

Not integrated.

Asset Threshold Tracks all IT assets greater than $500 and All IT assets with acquisition value of
non-IT assets greater than $1,000 (e.g., $250 or more.
furniture).
Assets Tracked All IT assets, including telecommunication All IT assets, including servers,
equipment and individual software. OCC laptops, PCs, printers, storage
joined the Internal Revenue Service's cabinets, furniture, switches, routers,
enterprise agreement with Microsoft for telephone units, cell phones, mo nitors,
standard software. hard drive upgrades, and software.
Bar Code Reader Yes. No.
Auto-Discovery Capability OCC attempted to implement an auto- No.
discovery tool but encountered employee
privacy issues. OCC plansto revisit thisissue
using a software called HP Open-View.
Purchasing Centralized within IT department for IT Centralized.
purchases. Limited number of procurement
cards. Only threeindividuals have
procurement cards within IT department.
Receiving Central delivery of all assetsto OCC Central delivery to OTS warehouse.

warehouse where equipment is inspected and
entered into I T asset management system.

Accountability

All'IT assets are assigned to a specific person
and that person is held accountable for the
asset.

Assigned to a specific person.

Inventory practice

Annual touch-the-box physical inventory of
al IT equipment.

Examiners certify equipment,
especially laptops, annually. For all
other IT assets, OTS conducts a
physical inventory annually.

Source: Interviews with agency officials.
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APPENDIX V: DIRM EFFORTSTO IMPROVE THE PROGRAM

As shown in Table 9, DIRM has taken a number of actions to improve the ITAM program.

Table9: DIRM Effortsto Improvethe | TAM Program

Action Planned or Taken Status
Determining what assets will be tracked in the replacement system. Completed.
Establishing dollar value threshold for assets. Completed.
Cleaning up datawithin ITAMS. In-Process.
Conducting physical inventories of ITAMS dataat HQ and Regional offices. In-Process.
Conducting afull inventory of al IT hardware and software (assets not currently Planned
includedin ITAMS). :
Establishing procedure that all HQ equipment must be received at the DDC. Compl eted.
Establishing procedure for monitoring procurement card purchases. Compl eted.

Began reviewing past procurement card purchases to ensure that all 1T equipment
purchased under procurement cards was included in ITAMS. This effort was | ater
put on hold.

Started, then suspended.

Working on drafting asset management processes, policies, and procedures. DIRM

has hired consultant to assist with this effort. In-Process.
Establishing a multi-divisional steering committee to review IT asset management Completed
needs and to evaluate potential solutions. omp ’
I ssued sources sought notice to identify potential replacement solutionsfor ITAMS. | Completed.
Took efforts to establish separation of dutieswithin Technical Infrastructure. Completed.
Working on establishing targets for when assets will beidentified for surplus,

including an IT hardware modernization document that will provide information as Planned.

to when equipment is schedul ed to be replaced.

Source: OIG Analysis
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APPENDIX VI: CORPORATION COMMENTS

FDIC

Federal Deposit Insurance Corporation

550 17th 52 MW Washingios DC, 20420 Dilsion of iefomanion Resoures Managemunt
July 17, 2003
MEMORANDUM TO: Russell A. Rau
Assistant [nspector General for Audits
Office of the Inspector General
FROM: Vijay G. Deshpande Pl ':"
Acting Director )
SUBIECT: DIRM Response to the Draft Report Entitled Life-Cycle
Management of Information Technology Assets (Assighmient No.
2003-007)

The Division of Information Resources Management (DIRM ) has reviewed the subject draft
audit report. We appreciate the opportunity to review and comment on these findings during a
comprehensive exit eonference conducted with the Office of the Inspector General,

DIEM senior management has been aware of weaknesses in the inventory control process and
has already instituted agpressive steps to address them. | would like to point out that the issues
raised it this draft, are for the most part, those that DIRM previously identificd and provided to
the OIG in a recent “sel f-assessment” review. The ssset management graff openly provided and
discussed these issues with the O1G staff as well as the corrective actions completed, in-process
and'or planned. This is an area that has senior management's attention and pricrity, Given the
self-identified issues, the specific corrective actions planned, and the progress being made,
DIRM does not concur that the asset management program represents a potential material
internal control weakness,

General Comments

DIRM is committed to full life-cyele asset management. Our senior managers are aware of the
need for the program within DIRM and its impact on the efficiency and effectiveness of IT asset
menagement. As you know, DIRM has taken significant steps towards implementing a modern
and comprehensive asset management system while identifying and addressing existing
inventory control ssues,

On October 25, 2001, the Technical Infrastructre Management staff presented a proposal to
DIRM senior management to substantially restructure the asset management program. This
proposal outlined the functions needed to establish a successful program, as well as arcas where
the current inventory process was weak. DIRM senior management agreed with the proposal

and the project was initiated in January 2002, A copy of a draft document outlining DIRM's
self-assessment of the asset management issues was provided to your staff at the beginning of the
audit,
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The process to implement a full life-cyele asset management program is a long process,
However, we have made significant progress, Since our original presentation in 2001, DIRM
hias:

*  Separated the assel management function from the procurement and receiving
functions by transferring Asset Management to report directly to the Deputy
Director of Technical Infrastructure Management;

o Assumed full responsibility for the Information Technology Asset Management
System (ITAMS), which was previously handled through the INNOLDG
contract;

# Esinblished new criteria for assets to be tracked. This action removed small dollar
valued assets (under 5500 and no capacity for data retention} from ITAMS and
reduced the volume of assets by 17,526 recornds;

= Issned internal policy requiring all IT assets (hardware and software) procured for
the Washington area be received by the DIRM Distribution Center (DDC);

= Established data responsibility for the repository {currently [TAMS) ta the
Property Account Managers (P AMs) in the responsible DIRM business units;

» Conducted a nationwide physical inventory of IT hardware in ITAMS totaling
17,312 verified active assels;

s Completed the deployment of over 4,800 new desktop computers and properly
disposed of the old computers;

* Initiated a project to replace ITAMS and implement full life-cycle asset
management toels. The project definition report was approved and the business
case is being finalized for presentation to the Capital Investment Review
Committee (CIRC). We bave established an Enterprise Asset Management
{EAM) Steering Committce made up of several DIRM senior managers as well as
sentor managers fram DOF and DOA, and are working closely with the NFE
project team towarnds system integration; and

*  Worked extensively with research organizations (Ganner and MetaGroup) to
become educated in asset management strategies and best practices, as well as
establishing the requirements for a life-cyele asset management program. This
included a year-long commitment with MetaGroup in its *Operations Excellence”
program in the arca of Enterprise Asset Management best practices.

(3%
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Prior to the initiation of the audit and as a result of our initiative to implement asset management
tools {data repository and anto-discovery), DIEM began the following initiatives related to asset

management:

Establishing an asset management team including the PAMSs in the respective
DIRM business units and partrnered divisions;

Developing a phased-in approach for single data repository for tracked IT assets.
This includes all hardware and software for all platforms (PC/LAN, midrange,
mainframe, and telecommunications). This also includes maintenance contracts
for owned IT assets, as well as maintenance historv for the individual assets;

Performing data scrubbing in ITAMS, prior to migration to new data repository
(EAM);

Developing an Asset Management Operations Manual (including program
objectives, roles/responsibilities, policies, procedures and standards); and

Establishing an IT Asset Management Measurement Program; this will include a
compliance review of current and future policies and procedures.

DIRM requests that this audit be classified PRIVILEGED AND CONFIDENTIAL. The
confidential classification for this audit would be consistent with the classification given audit
2001-922, “The FDIC"s Excess Computer Hard Drive Sanitation Process.™

Attached is a detailed corrective action plan for addressing the specific recommendations
presented in the draft report.

If vou have any questions, please contact Rack Campbell, Chief ITES, on (703) 516-1422,

Attachment

oot James D, Collins, DIFM
Michacl Bartell, DIRM
Mike MacDermott, OICM
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DIRM Corrective Action Plan
IT Asset Management Life-Cyele Program

Recommendation 1: Conduct a one-time independent physical inventory of all IT assets,
including owned or leased equipment not presently listed on ITAMS.
This inventory should consist of a room-to-rooim search for IT assets to
ensure that TTAMS includes all FDIC IT assets, The inventory should be
conducted for all owned and leased FDIC buildings nationwide.

Response 1: Responsible Supervisor— Leonard Nelson

DIRM does not agree with the recommendation; however, a stepped
approached is being followed which will accomplish much of the same
desired results. It should be noted that many of the tracked assets are
mobile assets which would not be verified in any room-to-room search.
A full inventory of the assets that are in ITAMS has recently been
completed. The mainframe asscts have been inventoried and added to the
[TAMS database. The inventory of the mid-range assets and the
inputting of those not currently reflected in ITAMS will be completed by
July 31, 2003, Plans are underway to address the telecommunication
assets presently tracked in Remedy. The following is a list of the 2003
completed and scheduled hardware asset projects:

+ On May 31, DIRM completed the 2003 physical inventory of the assets
currently tracked in our asset repository, ITAMS. The total number of
assets verified was 17,312, After the inventory was completed by the
responsible asset managers, DIRM's asset management staff conducted
a validation process of reviewing a sample of the data in ITAMS to
ensure the accuracy of the identification of the assets and the location of
the assets. The minimum sample taken during this validation was 10%.
In some cases, depending on the asset, 100% validation was done. Final
oulcome was less than a 0.5% error rate with all errors corrected in a
timely manner.

» By July 31, 2003, the mainframe {done) and mid-range assets will be
added to ITAMS. This will include a 100% physical review by DIRM's
asset management stafi,

« By August 29, 2003, telecommunication’s equipment database of
routers, switches, PBX equipment, and other tracked asscts will be
reviewed for accuracy, and a physical inventory will be completed. This
will include a 100% physical review by DIRM’s asset management
staff. DIRM will determine during this period the temporary data




Recommendation 2:

Response 2:

Recommendation 3:

repository (either ITAMS or the Remedy database) for these assets until
the new data repository (EAM) is implemented.

= The recently completed inventory of ITAMS indicated that 87.2% of the
assets that could not be verified had Virginia Square as the last know
location. After completing the inventories on the mainframe, mid-range
and telecommunication assets, a room-to-room search will be conducted
for the Virginia Square facility. Estimated completion date is
September 30, 2003,

« The next complete annual inventory will be conducted by June 11,
2004. It is our intention to have the new data repository and an auto-
discovery tool implemented prior to the initiation of the 2004 inventory.
With an auto-discovery tool, approximately B0%: of the assets will be
discovered through the network and the remaining assets will be
physically inventoried.

Feconcile the results of the independent physical inventory with TTAMS,
Fesponsible Supervisor— Leonard Nelson

DIEM does not agree with the recommendation; however, the results of
cach intermediate inventory will be reconciled with the system of record,
A reconciliation of the Virgima Square re-inventory project will be
completed by Octaber 31, 2003,

Develop policies and procedures for the purchase, receipt, warehousing,
deployment, repair, maintenance, and retirement of 1T assets.
Specifically, the policies and procedures should address the following:

*  Define all assets that will be tracked in [TAMS, including laptops,
PCs, printers, servers, routers, switches, telecommunication,
midrange, and mainframe equipment and software.

» Establish parameters, such as dollar or security thresholds, for what
assets will be inventonied and targets for when assets will be
identified for sumplus.

« Establish a central point of receipt for all purchased IT equipment,
including IT equipment purchased with the procurement card, and
require that all equipment be entered into TTAMS at the time of
receipt.

= Develop procedures for conducting independent periodic physical
inventories of all IT equipment, including equipment items such as
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Response 3:

Recommendation 4:

Response 4:

Recommendation 5;

Response 5:

telecommunication, midrange, and mainframe equipment and
software that have not historically been tracked in ITAMS.

+  Outline specific steps that DIRM needs to perform before writing off
or inactivating missing equipment in [ITAMS. These steps should, at
a minimum, include measures to determine the cause of any missing

cguipment items,

Responsible Supervisor — Leonard Nelson, Daniel Mahoney and Robert
Redmond

DIRM agrees with this recommendation, and funds were budgeted for
2003 to start this project. Current policies and procedures will be
reviewed and updated as needed. Tn areas where no policies or
procedures exist, new documents will be created. The format of the
policies will follow corporate or divisional requirements, depending on
the scope of the subject. Estimated completion date for reviewing and
updating the policies and procedures is Decernber 31, 2003,

An operations manual will be developed for asset management. Further
discussion of its roles/responsibilities is diseussed in Response 6.
Completion of the operations manual is scheduled for June 11, 2004,
assuming funds are budgeted for this purpose in 2004,

Ensure adequate segrepation of duties so that individuals responsible for
conducting asset inventories are not also responsible for the custody of
AREELS,

Responsible Supervisor — Leonard Nelson

DIEM agrees and has already started the process. As stated in Response
1, mainframe and midrange assets will be converted to ITAMS by July
31, 2003, which will add assets to the oversight provided by DIRM's
assel management. The transfer of the asset management oversight for
the welecommunication assets is scheduled for a completion date of
August 29, 2003, DIRM's asset management team will work closely
with the asset custodians to ensure the data in ITAMS or the Remedy
database is complete by September 30, 2003,

Establish performance measures to monitor [T asset management, such as
targets for inventory accuracy and time frames for researching

unreconciled items.

Responsible Supervisor — Leonard Nelson
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Recommendation 6:

Response 6:

Recommendation T;

Response 7;

Recommendation 8:

DIRM agrees, and baseline metries for inventory and asset data accuracy
will be established by July 31, 2003. We will also establish a schedule
for periodic calculations and reviews by July 31, 2003,

The reconciliation of assets not located during the 2003 ITAMS physical
inventory will be completed by July 31, 2003, Assets not located will
become inactive, With the inactivation of these assets, DIRM will have
an accurate record of the assets, and can impose accountability to the
custodians of these assets. New metrics conceming unlocated assets will
be included in the baseline metrics established by July 31, 2003.

Strengthen roles and responsibilities of personnel responsible for the
overall physical inventory process, including the property assct
management function, to increase program accountability and to ensure
that custody of assigned assets and reliability of information within
ITAMS is maintained at all times,

Responsible Supervisor - Leonard Nelson

DIRM agrees and has already started the process. For the recently
completed inventory of the assets in [TAMS, the various custodial units
were held accountable for the accuracy of their respective assets. This
was further emphasized by Michael Bartell's e-mail of May 21, 2003, to
all DIRM Infrastructure Managers. The completed document outlining
the roles and responsibilities will be completed by year end {December
31, 2003) and will be included in the operations manual scheduled for
completion on June 11, 2004 (refer to Response 3).

Mowve all IT equipment that is currently located in the Virginia Square
garage to a storage area that is clean, secure, and allows for proper
temperature controls for IT equipment.

Responsible Supervisor — Robert Redmond

The use of the Virginia Square garage was a one-time temporary
measure. The new equipment purchased for the WinXP project was to be
stored in this area for only up to three months. However, the use of this
space was extended due to a delay in the rollout of the new equipment.
There is no expectation to use the garage storage areas on a permanent
basis. The equipment placed in this temporary storage has been moved to
the DIRM Distribution Center’s storage facilities within Virginia Square.
DIRM considers compliance with this recommendation complete.

Correct the ITAMS system access weakness associated with SQL.
Specifically, develop application controls to prevent the improper access
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Response 8:

Recommendation 9:

Response 9:

Recommendation 10;

of ITAMS through SOQL, or implement compensating controls to ensure
that an audit trail exists for all changes made to IT equipment information
within [TAMS,

Responsible Supervisor — Leonard Nelson
ITAMS Project Manager — Cassandra Monroe

DIRM pointed out these weaknesses to the audit team during the course
of the audit as examples of some inherent problems with ITAMS, and
why a new modern and secure data base is required. We are in the
process of restricting access to the data by establishing the default value
for ITAMS users of “read only™ when accessing the ITAMS data. This
change is in the testing phase and is scheduled for completion by July I8,
2003,

To establish an audit trail for data changes in ITAMS requires
programming changes, and at this time would not be financially prudent
with the estimated implementation of EAM by March 31, 2004, This is
an absolute requirement for the new enterprise asset management
environment,

Consolidate the IT asset inventory into a single repository or multiple
repositories that can be integrated.

Responsible Supervisor - Leonard Nelson
EAM Project Manager - Cassandra Manroc

DIRM concurs and has stated this requirement in numerous project
documents. This is one of our stated goals for a new IT asset data
repository in the project definition report, “Information Technology Asset
Management™ dated December 30, 2002, In section 2.2 of this document,
it states “The IT asset management goals of DIRM reflect the guidance
from FDIC, GAQ, OMB, the Inspector General and others. The following
IT asset management goals have been defined to help meet FDIC
business, strategic and [T objectives_ . Establish a single corporate asset
management repository.”

Completion of the implementation of the inventory phase of EAM is
scheduled for March 31, 2004. This date may be delayed based on
factors outside the control of the EAM project team (e.g., CIRC approval
and procurement activities),

Require that alternatives for replacement of ITAMS seamlessly integrate
with other major corporate systems, including the New Financial
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Response 10:

Environment, the Corporate Human Resources Information System, and
DIRM s helpdesk system (Remedy).

Responsible Supervisor — Leonard Nelson
EAM Project Manager - Cassandra Monroe

This recommendation has already been identified and adopted by DIRM.
In section 2.2 of the December 30, 2002 project definition report entitled,
“Information Technology Asset Management", it states that “The IT
asser management poals of DIRM reflect the guidance from FDIC, GAD,
OMB, the Inspector General and others. The following IT asset
management goals have been defined to help meet FDIC business,
strategic and IT objectives. .. Integrate with corporate areas (e.g., NFE and
the Mational Technical Call Center (NTCC)).”

Completion for integration with corporate systems will be scheduled
upon the approval of EAM, with priority given to Remedy (NTCC) and
NFE. The first integration is anticipated to be with Remedy at the time of
implementation or shortly thereafier, followed by NFE, NFE's
integration date will be dependent on the implementation of this
application. Integration with CHRIS will require additional analysis and
is considered the next integration point with EAM.
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APPENDIX VII: MANAGEMENT RESPONSES TO RECOMMENDATIONS

This table presents the management responses that have been made on recommendations in our report and the status of
recommendations as of the date of report issuance. The information in this table is based on management’ s written response to our

report and subsequent communication with management representatives.

Open
Rec. Expected | Monetary | Resolved™: | Dispositioned®®: or
Number Corrective Action: Taken or Completion | Benefits | Yesor No Yesor No Closed*
Planned/Status Date

1 DIRM does not directly concur with this
recommendation to conduct a one-time
independent physical inventory of all IT assets
but has offered an acceptable alternative in September
performing separate individual inventoriesand a 30, 2003 N/A Yes No Open
room-by-room search of the Virginia Square
facility which will meet the intent of our
recommendation.

2 DIRM does not directly concur with
recommendation to reconcile the results of the
independent physical inventory with ITAMS but October 31
has offered an acceptable alternativein 2003 ’ N/A Yes No Open
reconciling the results of each individua
inventory with the appropriate system of record
and will meet the intent of our recommendation.

12 Resolved — (1) Management concurs with the recommendation and the planned corrective action isconsistent with the recommendation.

(2) Management does not concur with the recommendation but planned alternative action isacceptable to the OIG.
(3) Management agrees to the OIG monetary benefits or a different amount, or no ($0) amount. Monetary benefits are considered resolved as

long as management provides an amount.

13 Dispositioned — The agreed-upon corrective action must be implemented, determined to be effective, and the actual anounts of monetary benefits achieved
through implementation identified. The OIG isresponsible for determining whether the documentation provided by management is adequate to disposition the
recommendation.

14 Once the OIG dispositions the recommendation, it can then be closed.
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Rec.
Number

Corrective Action: Taken or
Planned/Status

Expected
Completion
Date

Monetary
Benefits

Resolved"?:
Yesor No

Dispositioned'>:
Yesor No

Open

or
Closed*

DIRM concurs with this recommendation and
will contract with an IT consulting group to
review DIRM’sIT asset management program
and prepare asset management policies and
procedures.

December
31, 2003

N/A

Yes

No

Open

DIRM concurs with this recommendation and
will address segregation of dutiesin its policies
and procedures manual.

September
30, 2003

N/A

Yes

No

Open

DIRM concurs with this recommendation and
will establish performance measures such as
targets for inventory accuracy and time frames
for researching unreconciled items in its new
policies and procedures.

July 31, 2003

N/A

Yes

No

Open

DIRM concurs with this recommendation and
will address roles and responsibilities of
personnel responsible for the overall physica
inventory processin its new policies and
procedures.

December
31, 2003

N/A

Yes

No

Open

DIRM agrees with this recommendation and has
aready moved al IT equipment from the
Virginia Square garage to an inside facility.

Completed

N/A

Yes

No

Open

DIRM indicated it has taken efforts to address
these weaknesses. Through subsequent
conversation with DIRM we clarified that DIRM
will impose access restrictions at the SQL levd,
which would address the intent of this
recommendation.

July 18, 2003

N/A

Yes

No

Open

DIRM concurs with the recommendation and
will consolidate the IT asset inventory into a
single repository or multiple repositories that can
be integrated with FDIC’'s New Financia
Environment, the Corporate Human Resources
Information System, and DIRM’ s hel pdesk
system.

March 31,
2003

N/A

Yes

No

Open
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Resolved"?:

Open

Rec. Expected | Monetary Dispositioned"®: or
Number Corrective Action: Taken or Completion | Benefits Yesor No Yesor No Closed**
Planned/Status Date
10 DIRM concurs with the recommendation and

will ensure that the replacement for ITAMS will Expected

integrate with FDIC's New Financia completion

En(\a/?ronmmt, the Corporate Human Resources dattf to be N/A Yes No Open
Information System, and DIRM’ s hel pdesk provided.

system.
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